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Rogue AI leaked data at one of 

the world’s smarted AI 

companies!

Nobody hacked it.

No attacker. No malware. No phishing link.

The agent simply went off-script and that is what “rogue” actually looks like in 2026

Source: Meta internal agent incident, March 2026 



T H E  H Y P E  Q U E S T I O N

Everyone's in. Almost nobody's ready.

83%

GenAI daily use

61%

Chatbots / 
copilots

27%

Specialist 
assistants

23%

Sophisticated 
agents

21%

Mature 
governance

40%+
of agentic AI projects to be 

cancelled by end-2027

~ Gartner

Cause?  

Cost, unclear value and weak risk controls. 

Model capability is not on the list. The technology isn't 

failing. The management of it is.
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Sources: Deloitte; Gartner; Celonis; MIT 

Celonis ‘Capability Cliff'



W H E N  I S  T H E R E  A  T R U E  N E E D  F O R  A N  A G E N T ?

Sometimes,

the best agent is no agentCan't hardcode the path?

Genuinely variable inputs, many branches

+

Can you verify progress?

Ground truth: tests, tool output, checkable 
state

+

Flexibility worth the cost?

Worth losing speed, cost & determinism

All three true  →  an agent is justified.
Any one false  →  use a workflow/an assistant/a human.

FITS: high-volume, procedural, verifiable, containable error

WRONG TOOL: fixed rules, simple lookup, irreversible calls

4  /  8

Sources: Anthropic; Gartner 



T H E  S E C U R I T Y  T H R E AT

How an agent goes rogue 

(without anyone attacking 

it)?

EXFILTRATION

PRIVATE DATA

UNTRUSTED
CONTENT

EXTERNAL
COMMS

The “Rule of Two”:  never let an unsupervised agent hold all 

three legs at once. Breaking one breaks the attack chain.

The real problem isn't “rogue” AI.
It’s invisible AI: 60% of orgs can't even terminate a misbehaving agent.
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Sources: Willison 'lethal trifecta'; Meta 'Rule of Two'; Kiteworks



T H E  C R U X

Same technology. Not the same risk.

FINANCIAL SERVICES
The agent's action IS a regulated act

Error =  regulatory breach, consumer harm, systemic exposure

Klarna: announced AI did the work of hundreds and then 

quietly rehired humans.

EU AI Act: credit scoring is high-risk with penalties to 7% of 

global turnover.

CONSUMER GOODS
The agent optimises operations

Error =  a stockout or excess inventory, a margin hit. Recoverable.

Heineken: conversational AI already resolves 70%+ of customer 
queries.

Agentic frontier: inventory rebalancing, demand forecasting, 
procurement.

Same tool. 
One error is a regulator's letter; the other is a bad Tuesday.
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Sources: EU AI Act; Klarna; Heineken AI case study; CPG agentic use cases.



T H E  L O C A L  L E N S :  M A L AY S I A  &  A S E A N

What does this mean for you?

BNM
Bank Negara now tells banks to treat AI risk management as a 
core imperative via the existing, technology-neutral RMiT 
framework.

AICB The CRO Forum + BNM built an AI Governance Framework on 
7 principles: fairness, accountability, transparency, reliability.

MAS Singapore's MAS guidance is the ASEAN baseline for model 
governance, fairness testing and explainability.

Financial Crime Detection: Top Agentic Use Case

5%+
of Malaysia's GDP lost to money laundering 

in a single year despite ~US$2bn in 

compliance spend.
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Sources: BNM Discussion Paper (Aug 2025) + July 2026 guidance; AICB/CRO Forum AI Governance Framework; MAS; Napier AI/AML Index (5%+ GDP).





T H E  P L AY B O O K  

Govern the few that matter

See them

Inventory every agent; solve invisible 
AI first

Scope them

Least privilege, not master keys

Break the trifecta

Separate untrusted input from 
privileged action

Gate the irreversible

Human approval on anything you 
can't undo

Build the kill switch

And test it; most of you don't have 
one

Name an owner

“The model decided” is not an 
answer

Nobody hacked it.
The winners of the next two years won't have the most agents.

They'll have governed the few that mattered.
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