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About me — Robin Yong #MemeLord

Seasoned Cybersecurity and GRC leader with experience across all
Three Lines of Defence.

Active involvement in Cybersecurity community of ISC2 as
Director of Chapter Advisory Committee and are ex-Board
members of ISC2 Malaysia Chapter.

Chartered Member of IIA Malaysia, member of ISACA, Disaster
Recovery Institute International, MTSFB (Malaysian Technical
Standards Forum Bhd) and PIKOM.

Currently serving as Head of IT GRC with public listed
telecommunications and digital infrastructure provider. GLS3/L
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Insurance vs Ammunition

Governance - 2 Sides of the same coins
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Victorious warriors win first and
then go to war, while defeated
warriors go to war first and then

seek to win.

~Sun Tzu
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TWO PATHS, ONE CHOICE

Composite examples illustrating the cost of reactive vs. proactive governance

COMPANY A COMPANY B
Governance as Insurance Governance as Ammunition
e Aglobal bank is fined under GDPR-style regulation after failing e Afinancial services firm maintains SOC 2 certification, clear data

to produce clear data lineage during an audit. lineage, and granular access controls.
e  The fine itself is smaller than the cost of the 18-month o Its governance maturity becomes a closing argument, cited

remediation project that follows. directly in enterprise RFP responses.
e  Their Al rollout stalls mid-remediation, ceding first-mover o Buyer due diligence shortens by 6 weeks — governance closes

ground to competitors. the deal faster.

“One treated governance as insurance. The other treated it as ammunition.” CONFERENCE
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The Problem

Why “governance as cost center” is quietly breaking your organization.
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Sun Tzu

The general who wins the battle
makes many calculations in his
temple before the battle is

fought. The general who loses
makes but few calculations
beforehand.

AZ QUOTES
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GOVERNANCE AS COST CENTER IS BROKEN

Under-investment doesn’t reduce risk — it defers and compounds it

1 2 3

Data complexity has outpaced manual

N Regulatory pressure is rising, not falling Well-governed competitors move faster
Volume, velocity, and system sprawl make ad-hoc Al-specific rules are layering on top of existing privacy Clear ownership and controls remove friction — they
governance unworkable at scale. regimes worldwide. don’t add it.

The Shadow Analytics Trap

|”

A manufacturing firm’s procurement team spins up a shadow analytics tool using unmasked supplier and pricing data — the “official” data platform takes 6
weeks to approve access. Six months later, that ungoverned dataset becomes the entry point for a vendor-side breach. Root cause: the governance team

was treated as a bottleneck, not a partner.
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The Reframe

Governance isn’t the safety on the weapon — it’s the aim.
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Strategy without tactics is the
slowest route to victory.
Tactics without strategy is the

noise before defeat

Sun Tzu
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THREE DIMENSIONS, TWO AUDIENCES

Governed data treated with the discipline and readiness of a strategic asset

What it means to the CEO / CFO What it means to the Risk Officer

Faster, sharper decisions — less time reconciling conflicting

Precision Fewer erroneous risk models built on stale or duplicate data
dashboards

Range Safe scale-up of Al and analytics across every business unit Controls travel with the data, not bolted on per project

Resilience Withstand a breach or regulatory shift without halting operations Faster incident response, provable lineage during audits

“Governance isn’t the safety on the weapon — it’s the aim.”

A reminder for this room: “weapon” means discipline and readiness — not data used against people. L
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The Framework

Four pillars that turn governance into competitive advantage.
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Opportunities multiply as they
are seized.

~Sun Tzu

AZ QUOTES
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THE FOUR PILLARS

Pillar 1 of 4 — Pillar 2 of 4

Trust as Infrastructure

Clean, governed data as the foundation for every Al initiative.

EXAMPLE

A healthcare payer builds a single governed patient-data layer — lineage-
tracked, access-logged — before greenlighting any Al initiative. Their Al-
assisted claims triage tool clears internal audit and external regulator
review in weeks, not months, because every input traces to source and
consent basis.

Speed Through Structure

Clear ownership removes friction instead of adding it.

EXAMPLE

A retail bank assigns clear data ownership by domain — customer, product,
transaction — instead of leaving it with central IT. When a fraud-detection
model needs transaction data, approval time drops from 8 weeks to 5 days
because ownership is unambiguous.

L
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THE FOUR PILLARS

Pillar 3 of 4 — Pillar 4 of 4

Resilience by Design

Governance is what lets you absorb shocks without breaking.

EXAMPLE

An insurer suffers a third-party vendor breach. Because they maintained
real-time data lineage and classification, they identify within 48 hours
exactly which records were exposed — narrowing breach notification from
“all customers” to a defined subset, saving cost and reputation.

Governance as Differentiator

Customers and regulators increasingly choose who they trust.

EXAMPLE

A B2B SaaS company puts its governance certifications and audit posture
directly into its sales deck and RFP boilerplate. Enterprise procurement
teams now shortlist partly on governance maturity — it becomes a deal
accelerant, not just a defensive checkbox.

L
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Proof Points

Three industries. One consistent pattern.
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CASE VIGNETTES ACROSS INDUSTRIES

The same governance discipline, three different business outcomes

FINANCIAL SERVICES

Deal Velocity in M&A

MANUFACTURING / SUPPLY CHAIN

Geopolitical Shock Response

HEALTHCARE / PHARMA

Regulatory Submission Speed

Governance maturity shortens due diligence in an M&A data room — directly affecting deal timeline
and valuation confidence.

Governed supplier data allows rapid resilience assessment during a geopolitical shock — identifying
single-source dependency risk in days, not weeks.

Clean, governed clinical trial data accelerates regulatory submission timelines and reduces query
cycles with reviewers. lL
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The Playbook

What to commit to before you leave this room.
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“€ Every battle is won

BEFORE

it is fought. 77

Sun Tzu
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MONDAY MORNING ACTIONS

Role-specific next steps — start this quarter, not next fiscal year

FOR THE C-SUITE FOR RISK OFFICERS

) e  Run adata lineage gap assessment on your top 3 highest-risk
e Askfor a governance maturity scorecard at the next board ) )
, o ] data domains this quarter.
meeting — treat it like a KPIl, not a compliance checkbox.

L e  Build the “48-hour breach scoping” capability from Pillar 3 —
e  Fund governance as a pre-requisite line item for any new Al or . ) ] ) )
L test it in a tabletop exercise, not for the first time during a real
analytics initiative, not an afterthought. SIS
incident.

e  Ask: where in our sales and board materials do we sell our _ ) ) _
. ) ) ° Bring one concrete audit-readiness metric to your next
governance maturity, versus just defend it? o o
executive risk briefing.

—
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The Takeaway

What to commit to before you leave this room.
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In the midst of chaos, there is
also opportunity.

~Sun Tzu
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THE TAKEAWAY

The organizations that win the next decade won’t be the
ones with the most data.

They’ll be the ones who govern it like it’s their most
valuable weapon.

Precision Range Resilience

Trusted data sharpens every decision Governance lets you scale Al safely Structure absorbs shocks without breaking
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